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Sidechains whitepaper published 2014

Dealt primarily with “Merge-mined” sidechains, where miners are in essence custodians of the pegged-in funds and
determine sidechain history. “DMMS”: Dynamic Membership Multiparty Signature. Chain of custody of coins in sidechain not
tracked by fully-validating clients in Bitcoin.
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Appendix A (Federated Pegs)
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Bitcoin full node clients do not validate coin history of the sidechain(just like before)
Replace:

DMMS -> OP_CHECKMULTISIGVERIFY

Chain history: Miners -> “blocksigners”

Coin Custody: Miners -> “watchmen”
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nBits gone
“Challenge”: scriptPubKey

“Solution”: scriptSig
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1) Create sidechain address
Take fedRedeemScript(multisig scriptPubKey), for each pubkey:
a) Hash pubkey

b) Hash sidechain address pubkey
) replace old pubkey with new tweaked pubkey

3) Output Bitcoin p2sh address (unknown to anyone but yourself)

4) Send bitcoin to address

5) claimpegin: Reveals “tweak” to sidechain users, including watchmen
6) Watchmen then manage those funds
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Peg Out
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1)  Create Bitcoin address

2) Lock sidechain coin, requesting money to go to Bitcoin address

3) Watchmen see the pegout request, sends



elements.conf

contrib/assets_tutorials/elementsi.conf
fedpegscript=5121<pubkey>51ae
signblockscript=5121<pubkey>51ae
validatepegin=1
mainchainrpcport=<port>
mainchainrpcuser=<user>

mainchainrpcpassword=<password>



Questions?
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Let’s Dive In
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